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Foreword
  Publishing information

This British Standard is published by BSI Standards Limited, under licence from The British 
Standards Institution, and came into effect on 30 April 2020. It was prepared by Technical Committee 
GW/3, Private security management and services. A list of organizations represented on this 
committee can be obtained on request to its secretary.

  Relationship with other publications

This British Standard has been developed to be used in conjunction with other security services 
standards and provides generic operational recommendations for organizations wishing to work in 
this	sector.	Specific	recommendations	for	each	discipline	are	covered	by	the	applicable	standard.	It	is	
intended that organizations follow the recommendations of both BS 10800 and any applicable sector 
specific	standards.

At the time of publication, the British Standards that have been aligned with this standard and 
therefore can be used in conjunction with this standard are:

• BS 7499, Provision of static guarding security services – Code of practice; and

• BS 7984-3, Keyholding and response services – Part 3: Provision of mobile security services – Code 
of practice.

It is intended that over time the following British Standards will be aligned with BS 10800 when they 
are next revised:

• BS 7872, Manned security services – Cash and valuables in transit services (collection and delivery) 
– Code of practice;

• BS 7958, Closed circuit television (CCTV) – Management and operation – Code of practice;

• BS 7960, Door supervision – Code of practice;

• BS 7984-1, Keyholding and response services – Part 1: General recommendations for keyholding 
and response services;

• BS 7984-2, Keyholding and response services – Part 2: Lone worker response services;

• BS 8406, Event stewarding and crowd safety – Code of practice;

• BS 8484, Provision of lone worker services – Code of practice;

• BS 8507-1, Code of practice for close protection services – Part 1: Services within the 
United Kingdom;

• BS 8507-2, Code of practice for close protection services – Part 2: Services outside of the 
United Kingdom;

• BS 8517-1, Security dogs – Part 1: Code of practice for the use of general purpose security dogs;

• BS 8517-2, Security dogs – Part 2: Code of practice for the use of detection dogs;

• BS 8523, Management and operation of warden schemes – Code of practice; and

• BS 8593, Code of practice for the deployment and use of Body Worn Video (BWV).
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  Information about this document

This publication can be withdrawn, revised, partially superseded or superseded. Information 
regarding the status of this publication can be found in the Standards Catalogue on the BSI website at 
bsigroup.com/standards, or by contacting the Customer Services team.

Where websites and webpages have been cited, they are provided for ease of reference and are 
correct at the time of publication. The location of a webpage or website, or its contents, cannot 
be guaranteed.

  Use of this document

As a code of practice, this British Standard takes the form of guidance and recommendations. 
It	should	not	be	quoted	as	if	it	were	a	specification	and	particular	care	should	be	taken	to	ensure	that	
claims of compliance are not misleading.

Any user claiming compliance with this British Standard is expected to be able to justify any course of 
action that deviates from its recommendations.

It has been assumed in the preparation of this British Standard that the execution of its provisions 
will	be	entrusted	to	appropriately	qualified	and	experienced	people,	for	whose	use	it	has	
been produced.

  Presentational conventions

The provisions of this standard are presented in roman (i.e. upright) type. Its recommendations are 
expressed in sentences in which the principal auxiliary verb is “should”.

Commentary, explanation and general informative material is presented in smaller italic type, and does 
not constitute a normative element.

Where words have alternative spellings, the preferred spelling of the Shorter Oxford English 
Dictionary is used (e.g. “organization” rather than “organisation”).

  Contractual and legal considerations

This publication does not purport to include all the necessary provisions of a contract. Users are 
responsible for its correct application.

Compliance with a British Standard cannot confer immunity from legal obligations.
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  Introduction
This British Standard details the manner in which an organization manages the provision of security 
services at a strategic level. Its recommendations are equally applicable across the security sector. For 
further	sector-specific	recommendations,	organizations	can	refer	to	the	applicable	British	Standard	
(e.g. BS 7984-3 for mobile patrolling or BS 7499 for static guarding).

Although this British Standard is aimed at organizations that provide security services on a 
contracted basis, its provisions and guidelines could be equally applicable to those companies 
operating an in-house service provision.

 1 Scope
This	British	Standard	gives	recommendations	for	the	management,	staffing	and	operation	of	an	
organization providing security services.

 2 Normative references
The following documents are referred to in the text in such a way that some or all of their 
content constitutes provisions of this document.1) For dated references, only the edition cited 
applies. For undated references, the latest edition of the referenced document (including any 
amendments) applies.

BS 7858, Screening of individuals working in a secure environment – Code of practice

 3 Terms and definitions
For	the	purposes	of	this	British	Standard,	the	following	terms	and	definitions	apply.

 3.1 assignment instructions

operational	documented	information	detailing	site-specific	contractual	duties

NOTE The document can be either a hard copy or an electronic copy.

 3.2 bought-in-labour

licensed or unlicensed labour employed and/or supplied by a third party to temporarily supplement 
the contracting company’s own workforce

NOTE When deployed, bought-in-labour remains under the direction and control of the contracting 
company’s management.

 3.3 competence

being	suitably	trained	and	qualified	by	knowledge	and	practical	experience,	and	provided	with	the	
necessary instructions to enable the required task(s) to be carried out correctly

 3.4 control room

location where operational procedures are monitored and/or managed

 3.5 customer

individual or body retaining the services of an organization

1) Documents that are referred to solely in an informative manner are listed in the Bibliography.
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 3.6 effectiveness

extent to which planned activities are realized and planned results achieved

 3.7 monitoring

determining the status of a system, a process or an activity

NOTE To determine the status, there might be a need to check, supervise or critically observe.

 3.8 objective

result to be achieved

NOTE An objective can be strategic, tactical or operational and can be expressed in other ways (e.g. as an 
intended outcome, a purpose, an operational criterion), or by the use of other words with similar meaning (e.g. aim, 
goal or target).

 3.9 organization

person or group of people that has its own functions with responsibilities, authorities and 
relationships to achieve its objectives

NOTE	 The	concept	of	organization	includes,	but	is	not	limited	to:	sole-trader,	company,	corporation,	firm,	
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or 
not, public or private.

 3.10 performance

measurable result

NOTE	1	 Performance	can	relate	either	to	quantitative	or	qualitative	findings.

NOTE 2 Performance can relate to the management of activities, processes, products (including services), systems 
or organizations.

 3.11 policy

intentions and direction of an organization, as formally expressed by its top management

 3.12 principal

owner,	partner,	board	director	or	other	top	executive	in	the	private	sector,	or	an	executive	officer	in	
the	public	sector	or	a	not-for-profit	organization

 3.13 process

set of interrelated or interacting activities which transforms inputs into outputs

 3.14 subcontract

all, or part, of a contract assigned to another service provider, where the subcontracted services 
provider is responsible for service delivery including the supply and management of their employees 
in	fulfilment	of	the	subcontract

NOTE When deployed, subcontracted labour remains under the direction and control of the 
subcontracting company.

 3.15 supplier

individual or company (and the persons employed, including all levels of subcontractor, by that 
individual or company) that supplies the organization with equipment, material and/or labour which 
is used in providing the service to the customer
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 3.16 top management

person or group of people who directs and controls an organization at the highest level

NOTE Top management has the power to delegate authority and provide resources within the organization.

 4 Context of the organization

 4.1 Understanding the organization and its context

The organization should determine external and internal issues that are relevant to its purpose and 
that affect its ability to achieve the intended outcome(s) of its provision of security services.

 4.2 Understanding the needs and expectations of interested parties

The organization should determine:

a) the interested parties that are relevant to the provision of security services; and

b) the relevant requirements of those interested parties.

 4.3 Determining the scope

When determining the scope of the provision of security services, the organization should take 
into account:

a) the external and internal issues referred to in 4.1;

b) the interested parties referred to in 4.2;

c) the products and services of the organization;

d)	 sector-specific	codes	of	practice;	and

e)	 boundaries,	e.g.	other	offices	or	units.

The scope should be available as documented information.

 5 Top management commitment

 5.1 General

Top management should demonstrate leadership and commitment with respect to the security 
services provided by the organization by:

a) setting clear aims and objectives for service provision;

b) setting achievable targets for service provision;

c) identifying and providing resources and putting infrastructure in place to achieve contractual 
obligations, where applicable;

d) monitoring and managing service delivery; and

e) promoting continual improvement.

 5.2 Policy

Top management should identify and document establish policies that are relevant to the purpose of 
the organization and its provision of service delivery.
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 5.3 Organizational roles, responsibilities and authorities

Top management should assign the responsibilities and authorities for relevant roles and 
communicate these within the organization.

Top management should assign responsibility and authority for reporting on the performance of the 
services provided.

 6 Planning

 6.1 Risks and opportunities

When planning for the provision of security services, the organization should determine the risks and 
opportunities that need to be addressed, plan mitigations to address these risks and opportunities, 
and evaluate the effectiveness of these mitigations.

NOTE	1	 For	further	guidance	on	sector-specific	risks	and	opportunities,	see	the	applicable	British	Standards,	such	
as BS 7499 for static guarding or BS 7984-3 for mobile patrolling.

The organization should be aware of the customer’s management policy and strategy document that 
mitigates the customer’s security risks, threats and opportunities. The organization's risk and threat 
assessment	should	highlight	specific	areas	to	be	included	in	the	customer’s	management	policy	and	
strategy document.

NOTE	2	 These	areas	are	specific	to	each	business,	e.g.	terrorism,	theft,	single-issue	extremists.

If a customer’s management policy and strategy document does not exist, the organization should 
work with the customer and agree an approach to safeguarding their assets and security solutions.

 6.2 Objectives and planning

The organization should establish objectives for the provision of security services, including 
provision for its own business continuity and disaster recovery.

The objectives should:

a) be consistent with customer requirements;

b) be measurable;

c) take into account applicable requirements;

d) be monitored;

e) be communicated; and

f) be updated, as needed.

The organization should retain documented information on the objectives.

NOTE 1 The organization could ask the customer the following questions. (This list is not exhaustive.)

a) Incident(s) of crime: What are the risks (actual and perceived)? Assess the type, scale and pattern of incidents 
that have occurred in the last 12 months.

b) Environment and buildings: Where are the customer’s vulnerable points? (e.g. access and egress points 
and other high-risk security areas.) Assess the environmental and building factors that contribute to the 
customer’s security.

c) Security measures: What level of security is required to counteract those risks effectively? Assess the 
effectiveness of the security measure.
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When planning how to achieve its objectives, the organization should determine:

1) what is to be done;

2) what resources are required;

3) who is to be responsible;

4) when it is intended to be completed; and

5) how the results are to be evaluated.

NOTE	2	 Once	the	security	services	requirements	have	been	finalized,	these	can	be	specified	in	the	quotation	and	
contract documents (see 8.3.4 and 8.3.5).

 7 Support

 7.1 People

The organization should determine and provide the persons necessary for the effective 
implementation of the services provided and for the operation and control of its processes.

All persons undertaking, or having access to details of, security duties should be screened in 
accordance with BS 7858,	unless	a	derogation	is	permitted	under	a	sector-specific	code	of	practice.

The organization should determine the terms and conditions of employment and a disciplinary and 
grievance code, and carry out a health evaluation in accordance with Annex A.

 7.2 Finances

The	organization	should	have	sufficient	working	capital	and	reserves	to	meet	its	current	and	
anticipated future requirements.

The organization should prepare and be able to present audited trading accounts, except if it is 
starting	as	a	subsidiary	of	an	established	business	and	adequate	financial	backing	is	evident,	or	
in the case of a new start-up business where management accounts should be made available to 
demonstrate that the organization has the funding available to achieve its plan for the business.

 7.3 Insurance

The organization should determine what insurance cover is required, taking into account the 
business undertaken and the number of persons employed.

NOTE 1 Attention is drawn to the Employers’ Liability (Compulsory Insurance) Act [1]	and	the	Road	Traffic	Act	[2].

The organization should also determine whether insurance cover might be needed for public liability, 
products	liability,	efficacy/inefficacy,	professional	indemnity,	wrongful	arrest,	contractual	liability,	
wilful	and	belligerent	acts,	financial	loss	and,	where	applicable,	loss	and	consequential	loss	of	keys,	
fidelity	bonding,	directors	and	officers,	and	property/office.

NOTE 2 This is a non-exhaustive list.

NOTE	3	 Insurance	schedules	are	expected	to	specifically	state	the	exact	trade/trades	being	undertaken	and	level	of	
cover so that both third parties and employees are properly protected.

 7.4 Premises

The	organization	should	have	an	administrative	office(s)	and/or	operational	centre(s)	where	records,	
professional	and	business	documents,	certificates,	correspondence,	files	and	other	documents	
necessary for conducting business transactions are kept in a secure manner. The location of records 
and	documentation,	both	local	and	centralized,	should	be	clearly	defined	by	the	organization.
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 7.5 Control room

Control rooms should allow the following functions, whether in combination or alone, to 
be performed:

a) provision or procurement of assistance, information or advice;

b) effective operational monitoring; and

c) recording of all routine and emergency matters.

Control rooms should be restricted areas open only to authorized personnel. Visitors should be 
accompanied at all times by an authorized person.

NOTE	 Authorized	personnel	are	to	be	defined	by	top	management.

 7.6 Equipment and uniforms

 7.6.1 Uniform

Unless otherwise requested by the customer, employees should wear the uniform supplied 
when on duty.

NOTE Where employees are required to provide their own uniform, attention is drawn to the National Minimum 
Wage Regulations 2015 [3], which requires this to be factored into calculating rates of pay.

Uniforms should be periodically cleaned and renewed.

 7.6.2 Vehicles

Operational vehicles should:

a)	 fit	the	intended	use;

b) carry a two-way communication device;

c) be inspected by the organization at least once per month to verify that they are roadworthy, and 
the inspections should be recorded;

d) be serviced regularly, in accordance with the manufacturer’s instructions;

e) have any damage repaired in a timely manner; and

f) be kept clean and tidy.

NOTE Where an operational vehicle is required for keyholding, alarm response, lone worker response services or 
mobile patrols, see BS 7984-1, BS 7984-2 or BS 7984-3.

 7.6.3 Other equipment

All equipment used by employees in the course of their duties or supplied to a customer should be 
suited to the intended use, in good working order, operated and maintained in accordance with the 
manufacturer's guidelines.

Timing devices should be regularly calibrated (see 7.6.4).

 7.6.4 Records of equipment and uniforms

Records should be kept of all equipment and uniforms issued. Employers should require employees 
to sign for equipment and uniforms received, and to give an undertaking to return equipment and 
uniforms on termination of employment.

Records of equipment calibrated and/or repaired should be kept and maintained for at 
least 36 months.
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Records of vehicle maintenance and repair should be kept for the period of ownership of the vehicle 
or for longer if there has been an accident and a claim has been made.

NOTE Attention is drawn to the statutory requirements for document retention.

 7.7 Training

 7.7.1 General

The	organization	should	have	a	clearly	defined	and	documented	training	policy	that	includes	
employees, bought-in labour and subcontractors.

Whether training is delivered in-house or by a third party, it should be provided by competent, 
qualified	training	persons.

 7.7.2 Induction training

The organization should provide induction training in matters related to conditions of employment 
and organizational procedures for all employees. This training should include (but not necessarily be 
limited to):

a) company structure;

b) company values, aims and mission statement (where applicable);

c)	 pay	and	benefits;	and

d) relevant company policies and procedures.

Induction training should be completed before the employee is appointed to an assignment.

 7.7.3 Counter-terrorism awareness training

The organization should provide counter-terrorism awareness training to all employees. This training 
should include:

a) what to do in the event of a terrorist attack; and

b)	 how	to	assist	in	the	fight	against	terrorism.

NOTE Guidance on counter-terrorism training can be found at the following links:                                                         
www.gov.uk/government/news/act-awareness-elearning and https://ct.highfieldelearning.com.

 7.7.4 Assignment-specific training

All employees should be given on-the-job training tailored to the assignment. The training should 
follow	the	sector-specific	recommendations	of	the	applicable	British	Standards.

 7.7.5 Continuous professional development (CPD)

The	organization	should	encourage	employees	to	pursue	relevant	sector-specific	CPD.

 7.7.6 Training records

Records should be maintained for all training delivered. Records should be retained as either a hard 
copy or an electronic copy or both.

NOTE Attention is drawn to the requirements of the relevant data protection legislation and regulations 
regarding retention periods.

The records should include date of delivery, course title, person(s) delivering the training together 
with	their	signature	and	that	of	the	person(s)	being	trained	(to	confirm	receipt	and	understanding).	
In	the	case	of	external	delivery,	the	certificate	(or	similar)	should	include	date	of	delivery,	course	title,	
date of expiry (where applicable) and the name of the organization delivering the training.
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Where	training	is	delivered	online,	the	organization	should	have	a	means	of	confirming	delivery	and	
receipt of the various elements undertaken.

 7.8 Awareness

Persons deployed under the organization’s control should be made aware of:

a) the organization's policies;

b) their contribution to the effectiveness of the organization's processes and procedures; and

c) the implications of not conforming with the organization's processes and procedures.

 7.9 Competence

The organization should:

a) determine the necessary competence of person(s) working under its control;

b) check that these persons are competent on the basis of education, training and/or experience;

c) where applicable, provide the resources for person(s) working under its control to acquire the 
necessary competence, and evaluate their effectiveness;

NOTE These resources can include, for example, the provision of training to, the mentoring of or the 
reassignment of employed persons; or the hiring or contracting of competent persons.

d) retain records; and

e)	 determine	assignment-specific	competence.

During	the	first	three	months	of	employment,	either	on	a	first	assignment	or	for	employees	
transferring between assignments, the competence of employees should be assessed by a supervisor 
or	manager	against	performance	criteria	comparable	with	the	core	competencies	as	defined	by	the	
relevant sector skills body.

Competence should then be reviewed annually as a minimum.

 7.10 Communication

The organization should determine the internal and external communications relevant to its 
business, including:

a) what it communicates;

b) when to communicate;

c) with whom to communicate;

d) how to communicate.

NOTE Attention is drawn to the requirements of the relevant data protection legislation.

 7.11 Documented information

 7.11.1 General

The organization’s processes and procedures should include:

a) documented information required by this British Standard; and

b) documented information determined by the organization as being necessary for the effective 
delivery of security operations.

NOTE The extent of documented information for an organization can differ from one organization to another due 
to: the size of organization and its type of activities, processes, products and services; the complexity of processes 
and their interactions; and the competence of persons.
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 7.11.2 Creating and updating documented information

Documented information should be:

a)	 identified	and	described	(e.g.	a	title,	date,	author	or	reference	number);

b) provided in an agreed format (e.g. language, software version, graphics) and media (e.g. paper, 
electronic); and

c) reviewed and approved for suitability and adequacy.

 7.11.3 Management of documented information

Documented information required by the organization and by this British Standard should be 
managed such that it is:

a) available and suitable for use, where and when it is needed; and

b)	 adequately	protected	(e.g.	from	loss	of	confidentiality,	improper	use	or	loss	of	integrity).

For the management of documented information, the organization should address the following 
activities, as applicable:

1) distribution, access, retrieval and use;

2) storage and preservation, including preservation of legibility;

3) control of changes (e.g. version control); and

4) retention and disposition.

Documented information of external origin determined by the organization to be necessary for the 
planning	and	operation	of	the	organization	should	be	identified,	and	managed	accordingly.

NOTE 1 Access can imply a decision regarding the permission to view the documented information only, or the 
permission and authority to view and change the documented information.

Separate records (hard copy or electronic) should be maintained for each customer, employee 
and supplier.

The records should be held in a secure manner, but should be easily accessible to authorized persons 
who have been screened (see 7.1).

NOTE 2 Attention is drawn to the relevant data protection legislation.

Amended	and/or	updated	records	should	be	identifiable	by	date	and	clearly	distinguishable	from	
previous versions.

Information stored in an electronic retrieval system should be regularly backed up. The backup 
copies should be stored separately.

NOTE 3 Further information on the management of electronic data can be found in BS	EN	ISO/IEC	27001 and 
BS EN ISO 27002. Guidance on storage and archiving can be found in BS 4971 and BS EN 16893.

Records relating to any contractual agreement between a customer and the organization should be 
retained	in	a	customer	file.	These	records	should	include	pre-contract	documentation,	pre-quotation	
survey reports, agreed assignment instructions, receipts for keys and any customer correspondence.

Archived records should be clearly indexed.

All records concerning a contract should be maintained for at least 12 months after termination of 
the contract. Such records should include (but are not restricted to):

i) all operational documentation (including log books, registers and reports); and

ii) details of persons employed on the assignment.
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An employee’s basic records (as detailed in BS 7858) should be kept for at least seven years from the 
cessation of their employment.

NOTE 4 Minimum periods for retention of records can be reviewed, if applicable, for particular purposes, especially 
with regard to potential liabilities for civil action, for example personal injury (three years) or property damage 
(six years).

 8 Operation of the security service provider

 8.1 Operational planning and control

The organization should plan, implement and control the processes needed to meet business 
requirements, and to implement the actions determined in 6.1.

The organization should control planned changes, taking action to mitigate any adverse effects, 
as necessary.

The organization should control outsourced processes.

The organization should operate a complaints management system.

NOTE Guidance is given in BS ISO 10002.

 8.2 Structure

The	organization	should	possess	a	clearly	defined	management	structure	showing	control	and	
accountability at each level of operation.

Details of the ownership of the organization should be established. The principals’ curricula vitae 
should be made available. Any unspent criminal convictions or undischarged bankruptcy of a 
principal should be disclosed on request.

NOTE Attention is drawn to the relevant data protection legislation and the Rehabilitation of Offenders 
Act 1974 [4], whose provisions govern such disclosure.

 8.3 Sale of services

 8.3.1 Contacting potential customers

When contacting potential customers, the purpose of the contact should be made clear. The identity 
of the individual representing the organization and the organization being represented should be 
given. Contact details for the individual making the enquiry, or for a colleague more able to assist, 
should be given to the prospective customer. General service requirements can be requested; 
however, enquiries should not be made of their existing operational security arrangements (i.e. 
sensitive information).

 8.3.2 Company information

Organizations should provide potential customers with the information to make an 
informed decision.

Where the following items apply to the organization, this information should be provided:

a) the registered full company name, address and company number, and date and location of 
registration, if the organization is an incorporated company;

b) VAT registration number;

c) any previous name(s) of the organization;

d) the details of any parent organization (e.g. immediate holding company or ultimate holding 
company); and
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e) details of trade association membership, compliance with industry standards, and/or details of 
certification,	where	applicable.

NOTE	 Certification	could	be,	for	example,	by	a	UKAS-accredited	(United	Kingdom	Accreditation	Service)	
certification	body	or	SIA	Approved	Contractor	Scheme	status.

If requested by a potential customer, the organization should, where appropriate, supply additional 
information.

 8.3.3 Pre-quotation survey

Prior to the submission of a quotation, the organization should undertake a pre-quotation survey to 
understand the customer's requirements and any health and safety and security risks.

NOTE Ideally, the survey would include a visit to the site; however, there might be occasions when this is a 
desktop exercise.

 8.3.4 Quotations

A clear quotation should be provided by the organization. The quotation document should state (but 
not necessarily be limited to):

a) the terms and conditions under which the work would be carried out;

b) the total costing for the service and the arrangements for payment;

NOTE Costing can include information on the gross pay of personnel.

c) the contract period, along with procedures for termination of the contract and reference to any 
exclusion, penalty clauses or other restrictions;

d) the liabilities of the organization, which should not be unlimited, other than by law;

e) details of the customer’s requirements, derived from a pre-quotation survey (see 8.3.3) or 
from the customer’s written instructions, including clear cross-reference to any separately 
documented requirements or instructions;

f) arrangements for statutory holidays;

g) the obligations of the organization to the customer, including any provision of specialist advice or 
duties, and reference to any applicable British Standards;

h)	 the	obligation	of	the	organization	to	maintain	confidentiality	with	respect	to	information	
obtained	whilst	tendering	for	or	fulfilling	a	contract;	and

i)	 any	customer	requirement	to	provide	and/or	maintain	any	specified	item	or	service,	which	the	
customer	has	agreed	to	provide	and	which	is	necessary	for	fulfilling	the	contractual	obligations.

 8.3.5 Contracts

The customer should be asked to sign either:

a) a form of acceptance indicating that they have read and understood the quotation, terms and 
conditions; or

b) a contract document referring to the quotation, terms and conditions.

NOTE Contract documentation can include a purchase order.

The contract should be agreed and exchanged before work commences or, in cases of great urgency, 
as soon as practicable.
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 8.4 Site survey

Prior to commencement of a service, the organization should complete a full site survey, in order to 
create the assignment instructions.

NOTE	 For	further	sector-specific	recommendations,	see	the	applicable	British	Standards.

 8.5 Assignment instructions

Assignment instructions for all duties and responsibilities should be formulated in consultation with 
the customer and be available at the start of the assignment.

The instructions should clearly show the starting and review dates. Formal reviews of the assignment 
instructions should be carried out by the organization in consultation with the customer at 
regular intervals and include a review of the customer’s site(s) health and safety and security risk 
assessment(s).

Assignment instructions should be agreed, and copies signed by both the organization and customer.

If the customer is reluctant to sign the assignment instructions, a copy should be sent to the customer 
stating that, in the absence of indication to the contrary, those assignment instructions apply.

Personnel	should	be	familiar	with	the	assignments	on	which	they	are	working,	and	should	confirm	
they have read and understood the assignment instructions.

The prime objectives of employees should be included; these should be linked to the customer’s 
management policy and strategy document.

If a customer’s management policy and strategy document does not exist, the prime objectives of 
employees should be based on the customer’s agreed approach to safeguarding their assets and 
security solutions (see 6.1).

NOTE	 For	further	sector-specific	recommendations	on	assignment	instructions	and	review	frequency,	see	the	
applicable British Standards.

 8.6 Control of customer property

Customer property held, used or managed by the organization should be controlled and the details 
recorded in a secure manner that prevents misuse.

NOTE For guidance on the management of keyholding, response services and mobile patrol services, 
see BS 7894 (all parts).

 8.7 Suppliers of bought-in-labour and subcontracted services

 8.7.1 Use of subcontractors and bought-in-labour

The organization should obtain the customer’s agreement on conditions for the use of subcontractors 
and/or bought-in-labour for undertaking security duties.

The organization should require that subcontractors and bought-in-labour providers follow the 
recommendations given in this British Standard. The organization should satisfy itself that these 
recommendations have been followed.

The organization should check that all subcontractors and bought-in-labour are screened in 
accordance with BS 7858.

NOTE 1 Attention is drawn to HMRC guidance on use of labour providers. See www.gov.uk/government/
publications/use-of-labour-providers.

NOTE 2 Attention is drawn to the Private Security Industry Act 2001 [5].
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 8.7.2 Qualifications of suppliers’ personnel

The organization should satisfy itself that suppliers’ personnel who have access to a customer’s site 
and/or	confidential	records:

a) are screened in accordance with BS 7858;

b) are experienced and/or trained to undertake the work involved;

c)	 have	individually	signed	a	confidentiality	agreement	relating	to	the	disclosure	of	the	customer’s	
and	the	organization’s	confidential	information	and/or	material;

d) agree to report immediately to the organization any alleged or actual contravention of the law.

Evidence of items a) to d) should be retained by the organization.

NOTE Attention is drawn to the Private Security Industry Act 2001 [5].

 9 Performance evaluation

 9.1 Assignment records

Records should be maintained of all assignments. All occurrences, incidents and actions taken should 
be recorded, with time and date and author given.

 9.2 Contract performance monitoring

The organization should have a written and communicated plan for regular contact with customers.

Where formal meetings take place with the customer to discuss security service performance, 
minutes should be taken and records retained.

NOTE Additional information such as Key Performance Indicators (KPI) and Service Level Agreements (SLA) 
could aid the review process.

 9.3 Employee performance monitoring

Employees should receive a performance and welfare check at least once a month from the 
organization and a visit at least once every three months.

Organizations should have processes in place so that employees can raise issues outside of the 
monthly welfare check or visits.

NOTE The monthly check can either be conducted by phone or a site visit, for example.

 9.4 Annual performance monitoring

A performance appraisal should be carried out annually, and the appraisal should be recorded and 
agreed	and	retained	on	the	employee's	file.

NOTE Ideally, performance appraisals would:

a) be	carried	out	by	supervisors/managers	who	are	competent	in	appraisal	and	people	development;

b) be	a	two	way,	confidential	and	private	discussion	between	supervisor/manager	and	employee;

c) focus	on	past	performance	(to	confirm	actions	completed	and	recognize	improvements),	as	well	as	future	
needs to improve performance;

d) include both positive and negative feedback from other employees and customers;

e) identify relevant objectives (e.g. KPIs, personal development objectives) with achievable targets;

f) encourage self-learning and development;
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g) encourage those with potential to access opportunities to progress within the organization and to identify and 
encourage future leaders; and

h) be scheduled to take place at an agreed time, ideally away from the normal place of duty and when 
operational activities can be temporarily covered by another employee.
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Annex A (normative) 
Terms and conditions of employment, disciplinary and 
grievance code and health evaluation

 A.1 Terms and conditions of employment
Employees should be sent a written statement of the terms and conditions of their employment, 
which could include details of the following:

a) job title;

b) job description;

c) effective start date;

d) probationary period, if required;

e) provisional period subject to screening, if applicable;

f) pay and allowances;

g) hours and days of work;

h) leave entitlement;

i) conditions of payment during absence through illness;

j) pension entitlement;

k) industrial injury procedures;

l) the address of the organization;

m) equipment and uniform supplied;

n) disciplinary and appeals procedures; and

o) terms of notice of termination of employment.

Employees should not be required to work hours that could be detrimental to their health, safety 
or	efficiency.

NOTE Attention is drawn to statutory requirements relating to employment and, in particular, to the Working 
Time Regulations [6].

 A.2 Disciplinary and grievance code
Employees should be instructed that the following (including the aiding and abetting of others) could 
constitute a breach of the terms and conditions of employment:

a)	 neglecting	to	complete	a	required	task	at	work	promptly	and	diligently	without	sufficient	cause;

b)	 leaving	a	place	of	work	without	permission	or	without	sufficient	cause;

c) making or signing any false statements, of any description;

d) destroying, altering or erasing documents, records or electronic data without permission or 
through negligence;

e)	 divulging	matters	confidential	to	the	organization	or	customer,	either	past	or	present,	
without permission;
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f) soliciting or receipt of gratuities or other consideration from any person;

g) failure to account for keys, money or property received in connection with business;

h) incivility to persons encountered in the course of duties, or misuse of authority in connection 
with business;

i) conduct in a manner likely to bring discredit to the organization, customer or a fellow employee;

j)	 use	of	uniform,	equipment	or	identification	without	permission;

k)	 reporting	for	duty	under	the	influence	of	alcohol	or	restricted	drugs,	or	use	of	those	substances	
whilst on duty;

l) failure to notify the employer immediately of any:

1) conviction for a criminal and/or motoring offence;

2) indictment for any offence;

3) police caution;

4) legal summons; or

5) refusal, suspension or withdrawal (revocation) of a licence;

NOTE 1 An example of such a licence would be a Security Industry Authority (SIA) licence. See the SIA 
website for details, www.sia.homeoffice.gov.uk/Pages/enforcement-revocation.aspx.

m) permitting unauthorized access to a customer’s premises to any person;

n) carrying of equipment not issued as essential to an employee’s duties, or use of a customer’s 
equipment or facilities without permission; and

o) not maintaining agreed standards of appearance and deportment whilst at work.

NOTE 2 This list is not exhaustive and does not necessarily include all actions that might also constitute 
criminal offences.

 A.3 Health evaluation
Prospective employees should be sent an employment medical questionnaire, with questions that 
relate to, or are intrinsic to, the job function (this can be sent with the offer of employment).

NOTE 1 The offer of employment is conditional on the results of the medical questionnaire supplied, which might 
fundamentally inhibit the employee from carrying out the job.

NOTE 2 Attention is drawn to the Equality Act 2010 [7].

In order to verify that the physical condition of employees remains compatible with the duties to 
which they have been assigned, documented procedures should be in place for performing routine 
health checks and reports. When the physical demands of a person’s duties change, their physical 
condition and suitability should be reassessed.

NOTE 3 Where health and safety risks or medical concerns of personnel are raised, it is reasonable for a company 
to	ask	that	person	to	undergo	a	medical	examination	to	verify	fitness	for	duty.
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